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Role Description
	Job Title
	Senior Applications Operations Engineer 

	Pay Grade
	SEO

	Location
	Leeds

	Hours
	37 hours per week (excluding lunch break) + participation in the DTG on-call rota on a periodic basis

	Reports to
	Head of Applications Management



If you have had a COVID-19 vaccine or have ever taken a medicine, or used a medical device, then you have already come into contact with the Medicines and Healthcare products Regulatory Agency. Our vision, One Agency - Delivering for Patients, underpins all that we do as we set out on an ambitious roadmap for change to become a truly world-leading, enabling regulator that protects public health through excellence in regulation and science. The Medicines and Healthcare products Regulatory Agency enhance and improve the health of millions of people every day through the effective regulation of medicines and medical devices, underpinned by science and research.
About the Group and Function
The Digital and Technology Group (D&T) lies at the heart of the Agency and is responsible for delivering an optimised IT infrastructure and maximising the secure use of data to enable our scientists, inspectors, and the rest of the organisation to deliver world class services which can improve outcomes for patients and the general public. The Group was essential in the race to approve COVID-19 vaccines in 2020 and in supporting the UK to set up its own medicines and devices approvals systems following our exit from the EU. The work we do matters!
Its centre of excellence is also responsible for delivering a broad portfolio of change initiatives, both to transform the Agency’s legacy technologies and to deliver innovative new solutions, designed around our customers’ needs. D&T works in a holistic way to combine digital and technology change, data and information management, project delivery, business process, product management and cultural change to maximise out impact and ensure sustainability.
We plan to be at the heart of one of the most digitally advanced medical regulators in the world and we need people who can help us deliver that ambition. D&T is a great place to build your career and we are committed to enabling our people to do the best work of their lives.
[bookmark: _Hlk173307747]The Technology & Service Operations function is responsible for managing the existing IT infrastructure including both software and hardware, databases, and other technology platforms; leading the support and maintenance of applications; development and testing of new applications and platforms; and cyber and information security for the Agency.
Role Purpose
This role will either be work on discreet small projects to proactively maintain the applications that are in production or work on operational support and break-fix of our core IT business systems.
The roles will include (but not limited to):
· Incident management and technical problem solving and resolution
· System upgrades and patching
· Systems administration
· finding and implementing solutions to outdated processes
· remediation work based on results of audit and assessments
· Change management - code deployment and control


These are technical roles primarily working on Windows OS within Azure and on-prem virtualised estate.
[bookmark: OLE_LINK2][bookmark: OLE_LINK3]Key Responsibilities and Results Areas 
Leadership and management
· Working with our internal teams the post holder will play an active role to ensure that upgrades and patching is undertaken in a timely manner. 
· Provide data to enable reporting on project delivery to senior management and governance boards
· Feed data into the roadmap of projects with timelines of completion
· Proactively monitor services to ensure that they are performing as expected. 
· understands key change management tools and processes.

Service delivery
· Work with team members to arrive at technical decisions and ensure the correct process is being followed at all times.
· implement technical changes on both on-prem and cloud services
· coordinate and respond to incidents, ensuring relevant prioritisation and detail to allow effective investigation. 
· identifies the correct procedures or channels for resolution and monitors resolution activity and progress updates to customers. 
· maintain core applications to ensure continued performance and efficiency
· implement technical changes on both on-prem and cloud services
· work with, and support third parties in providing application services

Service improvement
· Drive forwards the changes needed to ensure that our application estate remains up to date and secure
· be aware of developments with the applications and technologies on the estate and take appropriate action to ensure a secure and up to date environment.
· able to classify and prioritise problems, document their causes and implement remedies.
· be aware of developments with the applications and technologies on the estate and take appropriate action to ensure a secure and up to date environment.

This role may require you to participate in the DTG weekly on-call rota on a periodic basis to ensure 24/7 monitoring of our systems.

The job description is not intended to be exhaustive, and it is likely that responsibilities and outcomes may be altered from time to time in the light of changing circumstances and after consultation with the postholder.
Person Specification
	Important Candidate information:
The Civil Service use a recruitment framework called Success Profiles. Success Profiles are made up of 5 elements: Ability, Behaviours, Experience, Technical, Strengths but it is unlikely that you will be assessed against all 5. 
Behaviours, Experience and Technical elements will be assessed through your application form, in the first instance.

	Success Profile
	Criteria 

	Method of assessment:              A-Application, T-Test, 
I-Interview, P-Presentation

	Behaviour
	Managing a Quality Service - Develop, implement, maintain and review systems and services to ensure delivery of professional excellence
	I

	
	Working Together - Encourage joined up team work within own team and across other groups. Establish professional relationships with a range of stakeholders. Collaborate with these to share information, resources and support.
	I

	
	Making Effective Decisions - Analyse and use a range of relevant, credible information from internal and external sources to support decisions. Invite challenge and where appropriate involve others in decision making
	I

	Experience
	IT Background 

You will have experience of working on a broad range of application technologies with extensive knowledge of:
· Managing COTS applications and integrations, 
· Troubleshooting application issues from desktop through to server

You will have experience of working on at least three of the following:

· Web development & support 
· SQL scripting or DBA activities
· Monitoring platforms
· DevOps tooling, (Github)
· SaaS based configuration and management
· Cloud based applications
· Administration and support of Jira cloud


	A, I

	
	Service focus
Maintains focus on the whole life of service delivery - designs, develops, delivers and operates. Ensures that a set of IT products, suppliers and vendors come together to deliver a Digital, Data and Technology service.
	A

	
	Troubleshooting and problem resolution
Has lateral thinking capability to dissect a problem into its component parts to identify and diagnose root causes, allowing problem resolution. Able to troubleshoot and identify problems across different technology capabilities including compute, storage, networking, physical infrastructure, software, commercial off the shelf (COTS) and open source packages and solutions, virtual and cloud including IaaS, PaaS, SaaS
	A, I

	Technical
	You will hold a degree or graduate qualification in a computing discipline, or equivalent education and experience
· Formal training including professional courses in areas such as ITIL Service Management is desirable

	A

	Strengths
	Catalyst – You are self-motivated to act to achieve a goal. You are confident using your own initiative to take forward actions.
	I

	
	Problem Solver – You take a positive approach to tackling problems and find ways to identify suitable solutions.
	I

	
	Challenger – You can bring a fresh perspective whatever the situation or context.  You see other people’s views and can appreciate there are many different angles to consider.
	I




The Civil Service Code
These core values support good government and ensure the achievement of the highest possible standards in all that the Civil Service does. You can find out more about our values, standards of behaviour and rights and responsibilities in The Civil Service Code. 
	Civil Service Values

	Integrity
	· Putting the obligations of public service above your own personal interests

	Honesty
	· Being truthful and open

	Objectivity
	· Basing your advice and decisions on rigorous analysis of the evidence

	Impartiality
	· Acting solely according to the merits of the case and serving equally well governments of different political persuasions



	Agency Values

	The code is reflected in the Agency’s values, which state that:
· We focus on patients and public health
· We work together with respect
· We take responsibility and are accountable
· We create an environment where learning and innovation thrive
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